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Abstract - The following papeproposes a novel scheme of reversible data emhgddiencrypted image. This work presents
a new method that combines cryptography and stegapby technique for data hiding and safe imagestrassion purpose. In
order to securely share a secrete image with gtéeson, a content owner may encrypt the image ddfansmission. In the
first phase, a content owner encrypts the origimaompressed image using an encryption key. Thelata hider may
compress the least significant bits of the enciypbteages using a data hiding key to create a spgraee to accommodate
some additional data. With an encrypted image @&oinig additional data, if receiver has the datartgcey, he can extract the
additional data though he does not know the imaggent. If the receiver has the encryption keycae decrypt the received
data to obtain an image similar to the original,dné cannot extract the additional data. If theereer has both the data hiding
key and the encryption key, he can extract thetmahdil data and recover the original content withay error by exploiting
the spatial correlation in natural image when tim@ant of additional data is not too large.
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1. INTRODUCTION

In Cryptography, encryption is the process dgecover the Original content without any error bgpleltlng
encoding messages or information in such a Way(bhm the Spatial correlation in natural image when theant of
authorized parties can read Encryption is an effective andadditional data is not too large.
popular means of privacy protection. Reversiblesgless)
data embedding (hiding) has drawn lots of interesently. Our scope is to limit unauthorized access and peovi
Encryption is an effective and popular means ofvgmy better security during message transmission. Tot rtiee
protection. Reversible (lossless) data embeddiidjng) has requirements, we use the simple and basic appradch
drawn lots of interest recently. Being reversilie original steganography and cryptography. Now we will study fthe
cover content can be completely restored. This vaodposes image encryption and image decryption is done.

a novel scheme for separable reversible data hiding

encrypted images. This work presents a new methad t Image Encryption, illegal data or image access has

combines cryptography and steganography technigudata become more easy and prevalent in wireless andragene

hiding and safe image transmission purpose. communication networks .Information security becene
challenging issue. In order to protect valuableadat image
from undesirable readers, Data or image

In order to securely share a secret image withrotHncryption/decryption is essential, further mores guch in
person, a content owner may encrypt the image befdiis paper, a scheme based on encryption has reposed
transmission. In the first phase, a content owmerypts the for secure image transmission over channels.
original uncompressed image using an encryption Kagn, a o ) i
data-hider may compress the least significant bitsthe Digital images, accounting for 70% of the
encrypted image using a data-hiding key to creatmarse information transmission on the internet, is anantnt parts
space to accommodate some additional data. With @fnnetwork exchanges .However, the image infornmtio
encrypted image containing additional data, if eeneer has which is different from text message, has largalesof data,

the data-hiding key, he can extract the additiateah though Nigher redundancy and stronger correlation betvpaeei
he does not know the image content. If the receinar the

encryption key, he can decrypt the received databtain an

image similar to the original one, but cannot estiréhe

additional data. If the receiver has both the dadéng key

and the encryption key, he can extract the additidata and
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Image Decryption is the process of transforming dat: s L
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its unencrypted form. In decryption, the systenraots and RS \_/h%
converts the garbled data and transforms it tstartl images Recipient's Public Recipient's
that are easily understandable not only by theerehdt also e S

by the system. Decryption may be accomplished ninaa

automatically. It may also be performed with aaekeys or

passwords.

Encrypted mage Fig.4: General model of cryptographic system.

Seganography is the art and science of writing
Key hidden messages in such a way that no one, ament tihe
sender and intended recipient, suspects the egestef the
message, a form of security through obscurity. Thad
Steganography is of Greek origin and means "coadeal
writing "meaning "covered or protected”, Generathgssages
will appear to be something else: images, artickb®pping
lists, or some other cover text and, classicalhg hidden
message may be in invisible ink between the vidibkes of a

B Original Image

Fig.2 private letter. It is high security technique fayng data
Now we will study the terms cryptography andransmission. Steganography is the process of dnithia one
steganography. They are explained as follow information into other sources of information litext, image

so that it is not visible to the natural view.

Cryptography is derived from two Greek words
which mean “secret writing”. Cryptography is theogess of
scrambling the original text by rearranging and ssilting
the original text, arranging it in a seemingly wadable format cover
for others. The original text, or plaintext, is gented into a ™™
coded equivalent called cipher text.Cryptography as
effective way to protect the information that iartsmitting
through the network communication paths. Cryptolagyhe
science that deals about cryptography and cryptaisal
Cryptography is the approach of sending the messa
secretly and securely to the destination. Crypiaiglis the
method of obtaining the embedded messages intdnalig
texts. In general, cryptography is transferringadadm source
to destination by altering it through a secret code

Stego Object

Secret Message

Encoder

A

Decoder

Secret Message

Communication
Channel

Original
Cover

Fig.3 Block diagram of Steganography.

2. PROPOSED SCHEME

The proposed scheme is made up of image
encryption, data embedding and data extraction émnag
recovery phases. The content owner encrypts thginafi
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uncompressed image using an encryption key to pmadm image restoration needs to be carried out. In dliditional
encrypted image. Then, the data-hider compressedetist step, the original key contents are restored inrttage.
significant bits (LSB) of the encrypted image usiaglata-
hiding key to create a sparse space to accommatiate With an encrypted image containing extra data if
additional data. At the receiver side, the dataedied in the user at the receiver's end has the key for decnyptie can
created space can be easily retrieved from theyptedt extract the data even if he does not know the incageent to
image containing additional data according to ththiding extract the additional data. If the receiver has key for
key. Since the data embedding only affects the L&B,encryption, he can decrypt the received data tocageimage
decryption with the encryption key can result in iamage similar to the original image, but cannot extrdig extra data.
similar to the original version.

If the user at the receiver's end has both the

Content Owner Data-Hider encryption as well as the decryption key then he/shn
Encryption Key Additional data Data hiding Key extract the extra data as well as the original Enagor-free
l L l by using the spatial correlation in normal imageewtthe
Origial Image | Tmage Encrypted fmage ‘ amount of additional data is not large.
————»{ Encryption »| Data Embedding Enerypted image
embecic da 4. ALGORITHM USED
Recoverd Image .
‘___H Data extraction and Decrypted image S—— ;tSeBp (J-Steganogl’ aphy) A|gOI‘Ithm:
image recovery < < . .
m‘a@ Extract Bit set of Message ,
Bit={MO,M1,...... , M65535 }
Data hiding key Encryption key Step 2:
Receiver The Pixels of cover image ,
Fig.5 Pixel ={pixel0, pixel ,..., pixel65535}
Step 3:
3. THE PROCESSING Extract LSB-1 set of the cover image,

LSB1={A0, Al,...,A65535}.
Data is hidden in the encrypted images by allogatirstep 4.

memory before encryption. It is used to recover dhiginal Extract LSB-2 set of the cover image,
data without any loss or errors. It is basicalledisn the LSB2={BO0, B1,..., B65535}.
medical institutes, military institutes and lawédasics, where Step 5:
the distortion of the original image is not perentt For i=1 to message length do
{ If Mi= =Bi Then do nothing Else

In this process, the first step is to reserventieenory {If Mi= =1 and Bi= =0 Then
space in the image for embedding of data. This sbrt {Bi=Mi; Ai=0; Pixel(i)-=1}
reservation is beneficial because it saves time cfeating Else If Mi= =0 and Bi= =1 Then
space for data on time. The next step is imageyption in {Bi=Mi; Ai=1; Pixel()+=1}}}

which the image is encrypted. There are a numbernathods

for encryption of images such as image partitionwinich

image is divided into two parts. Then part A iseeibly DESAIgorithm:
embedded into the part B. That is least significhits are Stepl:

embedded first in part B. Fractioning of the text into 64-bit (8 octet) bleck

Step2:
Then the process of data hiding is done using f Initial permutation of blocks;

separable reversible data hiding. A data-hider e@mypress Step3:

the least significant bits of the encrypted imageng a data- Breakdown of the blocks intsssso two parts: left and

hiding key to create a sparse space to accommcubarte right, named. andR;

additional data. This additional data is restoradkbin image Step3:

to get image with original quality at the receisexhd. Permutation and substitution steps repeated 16&time

(called rounds);
At the receiver end, two tasks are carried out Vv Stepa4:
data extraction & image recovery. But, to extrdw original

. - Re-joining of the left and right parts then inveirsigal
cover from the encrypted image, an additional taskwn as J g gntp

permutation.
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4. OBJECTIVE
The objective of this project is to provide an @it

Trans. Image Process,, vol. 19, no. 4, pp. 1097-1102,
Apr. 2010.

data hiding technique and image Encryption in whfehdata [3] X. Zhang, “Lossy compression and iterative restouction
and image can be retrieved independently. The rapid for encrypted image,1EEE Trans. Inform. Forensics

development of data transfer through internet niadasier to

Security, vol. 6, no. 1, pp. 53-58, Feb. 2011.

send the data accurate and faster to the destinatiere are [4] T- Bianchi, A. Piva, and M. Barni, “On the ingghentation

many transmission media to transfer the data tdirdd®n
like e-mails; at the same time it is may be easienodify and
misuse the valuable information through hacking.iBarder
to transfer the data securely to the destinatiothout any
modifications, there are many approaches like ogatphy
and steganography.

[6]

5. CONCLUSION AND FUTURE SCOPE
In this paper, a novel scheme for separable renlersi

of the discrete Fourier transform in the encrypted
domain,”|[EEE Trans. Inform. Forensics Security, vol. 4,
no. 1, pp. 86-97, Feb.2009.

[5] T. Bianchi, A. Piva, and M. Barni, “Compositégsal

representation for fast and storage efficient pssicey of
encrypted signals,” IEEE Trans.Inform. Forensics
Security, vol. 5, no. 1, pp. 180-187, Feb. 2010.

N. Memon and P. W. Wong, “A buyer-seller
watermarking protocol|EEE Trans. Image Process., vol.
10, no. 4, pp. 643-649, Apr. 2001.

data hiding in encrypted image is proposed, whinhsists of [7] M. Kuribayashi and H. Tanaka, “Fingerprintingopocol

image encryption, data embedding and data extrdotiage
recovery phases. In the first phase, the conteneoencrypts
the original uncompressed image using an encryptien

Although a data-hider does not know the originaiteat, he

for images based on additive homomorphic property,”
IEEE Trans. Image Process, vol. 14, no. 12, pp. 2129-
2139, Dec.

2005.

can compress the least significant bits of the yrted image [81 M. Deng, T. Bianchi, A. Piva, and B. Preneehn’
using a data-hiding key to create a sparse space to efficient buyer-seller watermarking protocol based

accommodate the additional data. With an encryjteae
containing additional data, the receiver may extrdwe

composite signal representation,” Proc. 11th ACM
Workshop Multimedia and Security, 2009, pp. 9-18.

additional data using only the data-hiding key,obtain an [9] S. Lian, Z. Liu, Z. Ren, and H. Wang, “Commixat

image similar to the original one using only thecrgption
key.

encryption and watermarking in video compression,”
IEEE Trans. Circuits Syst. VideoTechnal., vol. 17, no. 6,

The lossless compression method is used for the PP- 774778, Jun. 2007.

encrypted image containing embedded data, the iadalit
data can be still extracted and the original cantan be also
recovered since the lossless compression doeshaoge the
content of the encrypted image containing embeddkstd.
However, the lossy compression method compatibléh wi

[10] M. Cancellaro, F. Battisti, M. Carli, G. Boatb. G. B.

Natale, and A. Neri, “A commutative digital image
watermarking and encryption method in the tree
structured Haar transform domaindgnal Processing:
Image Commun., vol. 26, no. 1, pp. 1-12, 2011.

encrypted images generated by pixel permutatiomnas [11] D. Kundur andk. Karthik, “Video fingerprinting and encryption

suitable here since the encryption performed byXQiR
operation. In the future, a comprehensive comiomatpf
image encryption and data hiding compatible witlssio
compression deserves further investigation.

The future of encryption is brighter than ever befo
Demand for control and protection of corporatioformation
assets and third-party information is increasingv reo days.
Everyday large amount imformation is being commatgd.
Hence need for more effective information secupitgducts
is growing at a higher rate.
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